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Cyber Whaling1 – Part I 
 

What is “Cyber Whaling” and why must business executives, Board Directors, 
politicians, entrepreneurs and other leaders focus on their cybersecurity 

differently than on the cybersecurity of their broader organization? 
 
Cyber Whaling is a specific form of phishing cyberattack that targets high-profile business executives, 
government leaders, political figures, and all other leaders with access to valuable data (“digital crown 
jewels”), reputations, and wealth that threat actors (aka “hackers”) are after. 
 
Whereas in regular non-whaling phishing the email or site used in the attack looks pretty standard, in 
whaling, the emails or web pages serving the scam take on a more formal and legitimate look, and 
address the organizational VIP being attacked explicitly, making the scam look even more legitimate. 
 
So why must business executives, Board Directors, politicians, entrepreneurs and other leaders focus on 
their cybersecurity differently than on the cybersecurity of their broader organization? Because: 
1. The threat landscape facing you is much more serious than that facing your employees. Why is that 

the case? Because you’re the Cyber Whale hackers love to fish for. You have reputational & financial 
wealth you must protect, & you have access to your organization’s "Digital Crown Jewels" – be it 
critical data, IP, etc. This makes you a highly lucrative target.  

2. You face more serious & sophisticated threat actors. Even if you’re small business owner, much less 
a prolific entrepreneur, politician or executive, you are a target of nation-state hackers entering the 
lucrative cybercrime market. Their motivation for targeting you? Anything from corporate espionage, 
data collection or manipulation, IP theft, to everything in between.  

3. Your reputation and your organization’s reputation are intertwined. Destroying yours allows hackers 
to seriously hurt your organization or at least harm it. That is not as true for most other employees. 

4. You’re cyber(in)secure by default. Cybersecurity is an arms race & right now threat actors are ahead 
of you. And because of the growing digitalization of your world, your threat surface is expanding.  

5. You’re an even greater source of cyber(in)security than your employees: You travel globally, go to 
meetings outside your office & places where your own & the surroundings' cybersecurity can be 
easily compromised. And you attend many more digital meetings over Zoom etc., at a time when 
hackers are hacking into even court hearings held via Zoom. 

6. You are time-constrained and in your daily hustle, you: (1) Don’t pay close-enough attention to your 
cybersecurity, making yourself easier prey; (2) Often mistakenly believe that you're not tech-savvy 
enough to look after your own cybersecurity, and…(3) Therefore relegate your cybersecurity 
protection to your providers, or at best your CTO. All three of these are a mistake, as explained here, 
and so you become even easier prey for hackers. 

7. And finally, because your organization doesn’t sufficiently cyber-protect you, as covered here. 
 
You are responsible for culture creation in your organization & family, & for leading both into the digital 
world cybersecurely. Your cybersecurity therefore bolsters or weakens both your organizational & family 
cybersecurity & well-being disproportionately to an average employee. Proceed accordingly. 
 

About the Author: Mr. Cetnarski is a national & cyber security strategist, Founder & CEO of cyber 
defense ecosystem Cyber Nation Central® & Executive Producer of VIP Cybersecurity Blueprint™. 
Formerly an investment banker with UBS technology & real estate groups & Chairman/CEO of a global 
tech & hospitality venture, he is an alumnus of Harvard’s Kennedy School of Government, The Wharton 
School, and the University of Chicago, and writes on integration of strategy, tech innovation, and policy 
in the areas of cybersecurity, national security, countering disinformation campaigns, and privacy. 

 

 
1 For last week’s introductory post, visit: www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI  

https://www.lifewire.com/phishing-scams-153131
https://www.cnn.com/2020/09/14/us/georgia-hearing-zoom-bomb-trnd/index.html
http://www.vipcb.cyberfrontiers.com/
http://www.vipcb.cyberfrontiers.com/
http://www.vipcb.cyberfrontiers.com/
http://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
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Cyber Whaling – Part II 

 

Why Should You (Really) Care About Cyber Whaling If You’re A Business 
Executive, Board Member, Political Figure, Entrepreneur, or Government Official, 

aka “Organizational VIP?” 
 

(For previous introductory and consecutive coverage of Cyber Whaling, see end of document) 
 
Cyber Whaling Statistics:  
Cyber whaling statistics are staggering and are getting worse. Consider these: 

1. Cyber Whaling has become not just a highly lucrative profession for hackers but one that is highly effective 
at hurting you personally, as the “Whale” of your organization, and your organization itself. Oftentimes, 
you’re not aware of this until it is too late. 

2. Hackers use whaling to extract from you large money transfers or trade secrets (among others), monetizing 
any of which is highly lucrative. This is why FBI says “whaling attacks have seen a sharp rise and are 
expected to go up, [with resulting] losses of more than $12.5bn as of 2018,” and that is significantly under-
reported as not everyone has traditionally disclosed being a victim. 

3. “Technical security solutions mostly fail to protect organizations against whaling attacks” because hackers 
use the power and authority of the Whale (the senior executive they’re impersonating) to persuade people 
to do what is being asked without questioning details or looking too closely at the request and instead “just 
do as they’re told.” 

4. 27% of respondents in a study said their CEOs had been the target, while 17% reported attacks on their 
CFO, both suggesting that most senior of the executive ranks are the favored targets of cybercriminals. 

5. Whaling emails are more difficult to identify because many of these attacks don’t include URLs or malicious 
attachments & generally rely exclusively on social-engineering to deceive their targets and bypass most of 
the security solutions. Therefore, many executives have fallen victim to specifically this attack vector. 
 

Cyber Whalers (aka “Hackers”) And Their Motivations: 

The below diagram shows some of the main nation-state actors & their activities focused on whaling you. 

 

Figure 1: Microsoft Digital Defense Report 2020 

 

https://www.ic3.gov/Media/Y2018/PSA180712#ref2
https://www.keepnetlabs.com/security-solutions-whaling-attacks-are-on-the-rise/#easy-footnote-1-6777
https://resources.infosecinstitute.com/category/enterprise/phishing/spear-phishing-and-whaling/#gref
https://www.keepnetlabs.com/security-solutions-whaling-attacks-are-on-the-rise/#easy-footnote-1-6777
https://www.investopedia.com/terms/s/social-engineering.asp
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A Typical Cyber Whaling Route: 

Below diagram demonstrates a common, easily executable approach to attacking a whale & inducing compliance. 

 

Your Risks in Being Cyber Whaled2: 

1. Financial Loss: A principal objective is to extract money from targeted organizations. When second-order 
financial penalties (e.g. fines) are accounted for, whaling attacks can prove extremely damaging. 

2. Data Breach: Data breaches are rarely out of the press these days. One of the scams that resonates most 
with the media is credential harvesting and the stealing of user data. With organizations now holding more 
information on individuals (employees and customers) than ever before, these attacks can cause immense 
harm to people and to businesses. What’s more, data breaches are expensive to manage; the average cost 
of a breach is $3.9mm and as high as $350mm. 

3. Fines: It’s hard to think of data breaches and email attacks without the associated fines brought about by 
new regulation. In one of the first big GDPR fines, the UK’s Information Commissioner earlier in 2019 
announced its intention to fine British Airways £183 million after a 2018 data breach. 

4. Reputational Damage: It’s harder to quantify on a balance sheet, but after a whaling-induced data breach, 
hard-won brand reputation could be put at serious risk. An email security failure can negatively affect an 
organization’s relationships with their customers. Another second-order effect could be knocking employees’ 
morale and denting confidence, making rebuilding work still more difficult. 

 

To access previous Cyber Whaling posts: 
1) Part I – 2020.11.23: Why must business executives, Board Directors, politicians, entrepreneurs & other 

leaders focus on their cybersecurity differently than cybersecurity of their broader organization? 
2) Intro – 2020.11.20: Why are Organizational VIPs such a perfect target for hackers and why am I therefore 

obsessed with helping leaders avoid these attacks? 
 

About the Author: Mr. Cetnarski is a national & cyber security strategist, Founder & CEO of cyber 
defense ecosystem Cyber Nation Central® & Executive Producer of VIP Cybersecurity Blueprint™. 
Formerly an investment banker with UBS technology & real estate groups & Chairman/CEO of a global 
tech & hospitality venture, he is an alumnus of Harvard’s Kennedy School of Government, The Wharton 
School, and the University of Chicago, and writes on integration of strategy, tech innovation, and policy 
in the areas of cybersecurity, national security, countering disinformation campaigns, and privacy. 

 
2 From https://www.tessian.com/blog/whaling-phishing-attack/  

Figure 2: Microsoft Digital Defense Report 2020 

 

https://newsroom.ibm.com/2018-07-10-IBM-Study-Hidden-Costs-of-Data-Breaches-Increase-Expenses-for-Businesses
https://newsroom.ibm.com/2018-07-10-IBM-Study-Hidden-Costs-of-Data-Breaches-Increase-Expenses-for-Businesses
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/ico-announces-intention-to-fine-british-airways/
https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
https://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
http://www.vipcb.cyberfrontiers.com/
https://www.tessian.com/blog/whaling-phishing-attack/
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Cyber Whaling – Part III 
 

CASE STUDY: For Corporate Executives, Entrepreneurs, Boards, Investors 
 

Organizations Involved:  

1) Victim(s):  
a. Organization: US Bitcoin payment processor BitPay, a currently-Series B Venture that at the time of the 

whaling attack was a Series A venture, with investors who therefore did not imagine their investment 
would be going to hackers instead of funding the company’s growth 

b. The “Cyber Whales:” BitPay CFO (Bryan Krohn, no longer CFO) & CEO (Stephen Pair)  
c. Others: Investors into BitPay 

2) Winner(s):  
a. Hacker: Unknown (but wealthier by $1.85mm) 
b. Other: Massachusetts Bay Insurance Company (MBIC) (BitPay’s cyber insurance company) 

 
Type of Attack: Social engineering (i.e. CFO was studied & then impersonated to dupe CEO into paying hackers) 

Type of Risk-Related Losses Incurred:  

1) Financial Loss 

2) Reputational Loss 

3) Opportunity Cost of Time to Deal with the Fallout 

Amount of Financial Loss: US$1.85mm (a steep price to pay for Series A venture investors) 

Case Details: An unknown hacker cyber-whaled BitPay, and specifically its CFO, managing to capture his 

corporate credentials, then using the hacked email account to spoof emails to the CEO, duping the CEO into 

having BitPay make 3 separate transfers to the hacker over 2, totaling 5,000 bitcoins then valued at $1.85mm. 

BitPay’s cyber insurance company, MBIC, refused to pay due to the wording of the risk insurance contract. 

Key Lessons: 

1) If you’re an organizational VIP, you need to be your own best fire wall against your cyber(in)security . This 
starts with studying prevention tactics and taking control of your own world of cybersecurity. Your 
CTO/CISO/CIO will not save you if your own behaviors are cyber(in)secure (this case study a case in 
point). To get a crash course in Executive VIP Cybersecurity, this free training by Cyber Nation Central®’s 
tech & defense investment banker/entrepreneur CEO and former Deputy Chief of Cybersecurity 
Operations for the National Security Agency (NSA) team is a good place to start. 

2) Just because you have cyber insurance does not mean your insurer will pay out on your breach. The 
insurer’s job is to first and foremost insure its profits, not yours. Always remember that. Therefore, 
prevention is your best antidote (we will cover prevention tactics in the next set of Reports). 

3) If you’re an investor, you owe a fiduciary duty to yourself as a GP and to your LPs to ensure your portfolio 
execs go through proper cyber-whaling cybersecurity training, such as the one by Cyber Nation Central. 

 
To Access Previous Cyber Whaling Report Posts: 
3) Part II – 2020.11.24: Why Should You (Really) Care About Cyber Whaling If You’re A Business Executive, 

Board Member, Political Figure, Entrepreneur, or Government Official, aka “Organizational VIP?” 
4) Part I – 2020.11.23: Why must business executives, Board Directors, politicians, entrepreneurs & other leaders 

focus on their cybersecurity differently than cybersecurity of their broader organization? 
5) Intro – 2020.11.20: Why are Organizational VIPs such a perfect target for hackers and why am I therefore 

obsessed with helping leaders avoid these attacks? 
 

About the Author: Andrzej Cetnarski is a national & cyber security strategist, Founder & CEO of cyber 
defense ecosystem Cyber Nation Central® & Executive Producer of VIP Cybersecurity Blueprint™. 
Formerly an investment banker with UBS technology & real estate groups & Chairman/CEO of a global 
tech & hospitality venture, he is an alumnus of Harvard’s Kennedy School of Government, The Wharton 
School, and the University of Chicago, and writes on integration of strategy, tech innovation, and policy 
in the areas of cybersecurity, national security, countering disinformation campaigns, and privacy. 

 

https://www.crunchbase.com/organization/bitpay/company_financials
https://www.csoonline.com/article/2984989/cyber-insurance-rejects-claim-after-bitpay-lost-1-8-million-in-phishing-attack.html
http://www.vipcb.cyberfrontiers.com/
http://www.cybernationcentral.com/
https://www.cybernationcentral.com/andrzej-cetnarski
https://www.cybernationcentral.com/mike-gillen
http://www.vipcb.cyberfrontiers.com/
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-statistics-enemies-risks-activity-6737077872332218368-9lQR
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-statistics-enemies-risks-activity-6737077872332218368-9lQR
https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
https://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
http://www.vipcb.cyberfrontiers.com/
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Cyber Whaling – Part IV 
 

What Are The Three Levels of Executive VIP Cybersecurity And How Is Your 
Organization Leaving You Financially & Reputationally Exposed Across Them? 

 
In the last three research notes, we discussed (1) why leaders must think differently of their cybersecurity vs. that of 
their organization, (2) the cyber-whaling statistics and environment that are causing havoc for affected private and 
government sector leaders as targets for hackers, and we provided you with (3) a case study that should make any 
leader think twice about ignoring the risks of cyber-whaling. Now that you've understood the outsized risk you face, 
financially and reputationally, you also need to understand the three levels of Executive VIP Cybersecurity and the 
differences among them: 

 
a. Level I: Your cybersecurity as the leader of your organization; vs. 
b. Level II: Your cybersecurity as a private citizen; vs. 
c. Level III: Your family's cybersecurity. 
 
Each of these three Levels’ cyber(in)security has a direct and indirect effect 
on the other two, and risk of one spreads ‘free-flowingly’ to the other two. 
Therefore, you must not only pay attention to the risks emanating from 
each level but understand how the risks of each level differ from the other 
two. Not understanding these three levels’ differences, as well as the 
tactics necessary to prevent the serious consequences caused by ignoring 
their differences and filling in the risk gaps with the necessary tools can be 
the reason why you get breached and your organization is forced to part 
ways with you or to shut down altogether (note: 60% of small organizations 
shut down within 6 months of a breach and there is no better way to shut 
an organization down than to attack it through the executive). 

 
To better understand the differences among these three levels, let’s consider what your organization does and 

doesn't generally provide you with in terms of cybersecurity and cyber insurance across each of these three levels. 

This way, you can gain a sense of the gaps you need to fill in and the tools that such an exercise might require. 

LEVEL I 
In terms of your professional cybersecurity as the organization’s leader – the executive VIP – your organization 
rarely if at all covers you at the level of the threat landscape facing specifically you as the VIP, either because of 
insufficient cybersecurity expertise, budget, or policies, all three of which are common and are in turn driven by: 
1. Insufficient Awareness of the VIP-specific Threat Landscape – which hackers are targeting you, why, etc.; 
2. Insufficient Awareness of the VIP-specific Threat Vectors, i.e. what methodologies do hackers use against you 

that you need to be aware of; 
3. Insufficient financial resources for 24/7 VIP-Level Threat Management, because if your organization tried to 

manage its cybersecurity at the level of threat landscape facing you, it would erode most of your organization’s 
profit margins quite quickly; 

4. And finally, insufficient Understanding of & Planning for the Interaction of Professional, Personal & Family Risk, 
and how each risk affects the organization. 

 
These reasons are enough for an organization to almost never sufficiently protect your cybersecurity as a 
professional, i.e. the organizational VIP. 
 
LEVELS II & III 
And to add to this, your organization generally never covers your personal cybersecurity, or that of your family. But 
you actually don’t want it to, either, because you don’t want your CTO, CIO, CISO or your Board to know what 
you’re doing on a weekend that may not be entirely condoned by the organization, something they’d know if they 
covered your personal & family cybersecurity. Let’s say you’re looking for another job… You probably don’t want 
your organization to know that. Or do you want them to see your texts between you and your wife? Probably not. 
Would you want them to know what your teenage kid is doing online? Probably not… And so when it comes to 
protecting you at the personal and family level, you’re entirely on your own, and rightfully so. 
 

Figure 2: The 3 Levels of VIP Cybersecurity & Their Risks 

https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-statistics-enemies-risks-activity-6737077872332218368-9lQR
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-case-lessons-for-boards-execs-activity-6737441654648700928-VhMb
https://cybersecurityventures.com/60-percent-of-small-companies-close-within-6-months-of-being-hacked/
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And yet, when a cyber breach at any one of these three levels – professional, personal, or family – inevitably 
occurs and your organization is negatively affected (reputationally, financially, or otherwise), your organization will 
likely need a scapegoat – very likely you – further putting your own reputation, finances & your family at risk.  
 
CYBER INSURANCE:  
And unfortunately, as of the present moment, most organizations do not provide you with any cyber insurance 
either, for you as the leader of your organization and certainly not for you as a private citizen, or your family.  
  
So you are fully exposed, especially at a time when you might be working from your less cybersecure private home 
networks during the COVID-19 pandemic. 
 
And even if you do have professional, personal, or family cyber insurance, most cyber insurance policies out there 
still aren't worth the paper they're printed on because the cybersecurity threat landscape is changing so rapidly and 
policies simply can’t catch up, and so you have to behave in a cybersecurity-first way as a preventative measure 
rather than using cyber-insurance as an after-the-fact band-aid. Furthermore, cyber insurance policies are too often 
legalistically written in a way that protects the insurer downside, not yours (see our previous research note Case 
Study that demonstrates how a CEO & CFO were taken by a $1.85mm cyber-insurance “surprise”). 
 
KEY TAKEAWAYS: 
And so (1) you’re not fully protected professionally, and (2) you will never have your organization cybersecure your 
personal or family life since that would mean a serious violation of your privacy, (3) cyber insurance is limited at 
best, and so that leaves you with no choice but to take control of and own your professional, personal, and family 
cybersecurity yourself and do so with a level of seriousness and vigor.  
 
To Access Previous Cyber Whaling Report Posts: 
6) Part III – 2020.11.25: CASE STUDY: For Corporate Executives, Entrepreneurs, Boards, Investors 
7) Part II – 2020.11.24: Why Should You (Really) Care About Cyber Whaling If You’re A Business Executive, 

Board Member, Political Figure, Entrepreneur, or Government Official, aka “Organizational VIP?” 
8) Part I – 2020.11.23: Why must business executives, Board Directors, politicians, entrepreneurs & other leaders 

focus on their cybersecurity differently than cybersecurity of their broader organization? 
9) Intro – 2020.11.20: Why are Organizational VIPs such a perfect target for hackers and why am I therefore 

obsessed with helping leaders avoid these attacks? 
 

About the Author: Andrzej Cetnarski is a national & cyber security strategist, Founder & CEO of 
cyber defense ecosystem Cyber Nation Central® & Executive Producer of VIP Cybersecurity 
Blueprint™, an “A-Z Manual for VIPs’ Professional, Private, & Family Cybersecurity.” Formerly an 
investment banker with UBS tech & real estate groups & Chairman/CEO of a global tech & hospitality 
venture, he is an alumnus of Harvard’s Kennedy School of Government, The Wharton School, & the 
University of Chicago, & writes on integration of strategy, tech innovation, and policy in the areas of 
cybersecurity, national security, countering disinformation campaigns, and privacy. 

https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-case-lessons-for-boards-execs-activity-6737441654648700928-VhMb
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-case-lessons-for-boards-execs-activity-6737441654648700928-VhMb
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-case-lessons-for-boards-execs-activity-6737441654648700928-VhMb
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-statistics-enemies-risks-activity-6737077872332218368-9lQR
https://www.linkedin.com/posts/andrzejcetnarski_cyber-whaling-statistics-enemies-risks-activity-6737077872332218368-9lQR
https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_why-must-leaders-focus-on-their-cybersecurity-activity-6736674615067783168-uK1B
https://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
https://www.linkedin.com/posts/andrzejcetnarski_ceo-fraud-scam-activity-6735643267876098048-OCJI
http://www.vipcb.cyberfrontiers.com/
http://www.vipcb.cyberfrontiers.com/

